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EXECUTIVE THESIS

Enterprise AI has an adoption gap, not only a capability gap.
AI capability is advancing faster than the workflows, controls, accountability structures and decision rights that 
enterprises use to put consequential technology into production. The result is a growing gap between what AI can do 
and what an institution can responsibly authorize it to do. In September 2026, leaders at frontier AI organizations 
began publicly arguing that capability growth may need to be paced when safety systems cannot keep up. [4]-[8]

This is an enterprise adoption gap: capability may exist before the institution can safely authorize, integrate, govern 
and absorb it in production. The usual response is to add more policy, approval, monitoring and documentation. Those 
layers matter, but they do not by themselves change the lifetime of the authority granted to an AI execution.

AttesTorr approaches the problem from below the governance stack. Layer ZERO governs one declared execution 
from admission through closure and successor. The objective is not to weaken governance. It is to reduce the amount 
of permanent trust that each AI deployment requires.

BOUND THE ACTION

Give one execution only the identity, 
authority, data, network and time it needs.

END THE GRANT

Close the execution and invalidate its 
session authority when the task ends.

DERIVE SCOPED CLOSURE

Preserve canonical evidence so a separate 
verifier can derive or deny a conclusion 
limited to the declared Room boundary 

and selected assurance profile.

The commercial outcome is bounded acceleration: more governed production use without converting temporary 
machine authority into a standing grant. It is not a claim of zero risk; the architecture narrows the approval unit and 
makes execution more bounded and independently evaluable.

HOW TO READ THE ARCHITECTURE

One hierarchy. Five lifecycle verbs.
The naming is intentionally simple. AttesTorr is the company; Layer ZERO is the architecture; Ephemeral Trust 
Rooms are the market-facing execution construct; and the lifecycle verbs describe what happens to one governed 
execution.

AttesTorr The company developing and licensing the architecture.

Layer ZERO
The execution-lifecycle architecture beneath governed AI: it 
governs admission, bounded authority, execution, closure and 
successor entry.

Ephemeral Trust Room
The bounded execution environment/object created for one 
declared task. After first use, this paper may shorten the term to 
“Room.”

ADMIT → BIND → EXECUTE → CLOSE → SUCCESSOR
The lifecycle. Entry conditions are checked; identity and 
authority are bound; action runs in scope; authority ends; any 
next execution starts through fresh admission.

Canonical evidence
Claim-bearing lifecycle receipts and authorized supporting 
evidence whose meaning, origin, freshness, ordering and 
lifecycle binding can be evaluated.

Fail-closed / independent verifier
Fail-closed means missing required evidence denies progression. 
The verifier is separate from runtime authority and derives or 
denies a scoped closure conclusion from canonical evidence.
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1  |  WHY NOW

Capability is beginning to outrun control
In September 2026, the frontier-AI safety debate shifted from a specialist concern into an explicit industry pacing 
question. Anthropic CEO Dario Amodei wrote that the industry should deliberately slow the rate at which it improves 
frontier-model capabilities so that safety, evaluation and governance can gain time to catch up. [4]

Axios reported that Sam Altman, Elon Musk and Demis Hassabis publicly backed the direction of Amodei's pacing 
proposal, creating an unusual convergence among leaders of major frontier AI organizations. This paper treats that 
convergence as a current market signal, not as the foundation of the AttesTorr thesis. [5]

OpenAI separately called for mandatory, capability-based national AI safety requirements and said that confidence in 
safety should increasingly set the pace of AI progress. Its September policy statement says development or 
deployment should slow or stop when a system cannot be sufficiently safeguarded against unacceptable risk. [6]

The concern is not abstract. OpenAI reported on September 1 that GPT-6 Astra had reached the Critical cybersecurity-
capability threshold under its Preparedness Framework. During August, OpenAI had slowed parts of frontier-model 
training and held back certain reinforcement-learning runs while stronger safety and security requirements were put in 
place. Astra was then released on September 3 with additional safeguards. [7] [8]

Durability note: these September 2026 developments are current signals of a longer-term structural condition; the architecture argument 
does not depend on this particular news cycle continuing. Time-sensitive statements in this section were checked against the cited primary 
sources on September 14, 2026. Cross-lab endorsements are attributed to contemporaneous reporting rather than presented as 
independent AttesTorr claims.

The frontier labs are asking for time. Enterprises need architecture.
This paper addresses a different but complementary layer. AttesTorr does not claim to solve model alignment, 
frontier-model safety or the geopolitical pacing problem. It asks how an enterprise can use increasingly capable AI 
without converting temporary usefulness into permanent authority. Frontier pacing asks how fast capability should 
advance. Layer ZERO governs how a specific capability is allowed to execute inside an institution.

2  |  THE ADOPTION GAP

The enterprise adoption gap
Models become more capable. Agents become more autonomous. Tool access expands. Yet institutions deliberately 
change more slowly because consequential deployment must pass through security, risk, legal, compliance, audit, 
procurement and operational ownership.

That mismatch is not necessarily organizational failure. Deliberation is often rational. The problem appears when the 
only way to use a faster AI capability is to give it durable integration, reusable credentials, persistent data paths or 
standing authority while the institution is still learning how to govern it.
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Figure 1. AttesTorr conceptual model of the enterprise adoption gap.

The architectural question is different

Instead of asking the whole enterprise to operate at model speed, ask whether a single machine action can be made 
small enough to authorize, contain, end and independently evaluate. That shifts the unit of adoption from “trust this AI 
platform” to “permit this execution under these conditions.”

The institution does not need to move at machine speed.
It needs machine-speed actions to remain institutionally bounded.

3  |  GOVERNANCE AT THE MOMENT OF ACTION

Approval can go stale. Execution needs current authority.
An enterprise approval is not permanent authority. Between approval and execution, decision rights can change, 
evidence can become stale, operating conditions can shift, risk can increase and policy can change. The governing 
question at the moment of action is therefore simple: is this execution still authorized under current conditions?

AttesTorr treats current authority as an architectural requirement, not merely an earlier approval record. ADMIT 
rechecks the conditions that make the execution admissible; BIND creates session-scoped identity and authority. But 
the lifecycle does not stop at permission to begin: a high-assurance system also needs a defined answer to what 
happens while the action runs, when the task ends, and whether anything may continue afterward.

AUTHORITY AT EXECUTION LAYER ZERO THROUGH CLOSURE

Approval → conditions can shift → revalidate → 
execute

ADMIT → BIND → EXECUTE → CLOSE → 
SUCCESSOR

Core question: “Is this action authorized under 
current conditions?”

Adds: “Did the authority end, and must the next 
execution be admitted anew?”
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From permission to lifecycle

Traditional authorization answers whether an identity or action is permitted. Layer ZERO binds that permission to a 
named execution and its lifetime. CLOSE terminates the execution context and invalidates session identity and 
authority; SUCCESSOR begins only through a new admission and newly scoped execution. No live grant is designed 
to carry forward. [1]

No execution without current authority.  •  No successor without fresh authority.

4  |  LAYER ZERO

The missing execution boundary beneath governed AI
Higher layers remain necessary. Models, agents, applications, IAM/PAM, policy, governance, observability, audit and 
compliance decide, authorize and observe. Compatible infrastructure hosts the workload. Layer ZERO sits between 
them and governs the declared execution lifecycle. [1]

AttesTorr licenses Layer ZERO constraints. The customer or licensee operates the Room on infrastructure they 
control.

Figure 2. Layer ZERO is complementary to governance and infrastructure; it is not a replacement for either.
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One execution object. Compute, identity, authority, network, data, cryptographic context and time are 
bounded to the declared session. Evidence may survive. Session authority does not. Every successor requires a 
new admission. [2]

What independent evaluation means
The verifier is designed to sit outside the authority of the runtime that acted. Depending on the deployment, it may be 
operated by the customer, a separately governed assurance function, or another qualified third party. It receives 
canonical receipts and the bound evidence required by the selected assurance profile; it does not need standing 
operational control of the Room or raw workload payloads by default. [9]

WHAT IT CHECKS

Authorized origin, lifecycle identity, completeness, freshness, 
ordering, predecessor context, declared boundary/profile and 
required closure evidence.

WHAT IT DERIVES

A scoped closure conclusion - or denial when required evidence is 
missing, stale, malformed or contradictory.

WHAT IT DOES NOT PROVE

Model correctness or alignment, universal deletion, events outside 
the declared trust boundary, or unsupported threat classes.

HOW ITS INTEGRITY IS BOUNDED

Signed evidence, explicit policy/schema/version identifiers, defined 
trust roots and reproducible verifier logic make the basis visible 
rather than operator-asserted.

The scoped closure conclusion is evidence-derived and boundary-qualified. It is deliberately narrower than a claim 
that “nothing exists anywhere.” [9]

Evidence flow: the runtime emits canonical evidence; a separate verifier derives or 
denies a scoped closure conclusion.

NAMED EXECUTION

Declared boundary + lifecycle 
identity

CANONICAL EVIDENCE

Authorized receipts + bound 
supporting evidence

INDEPENDENT VERIFIER

Checks completeness, freshness, 
ordering and closure conditions

SCOPED CONCLUSION

Derive or deny; no runtime self-
certification

That conclusion does not recreate authority. It is limited to the declared Room boundary and selected assurance profile.
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ILLUSTRATIVE SCENARIO

90 seconds of authority. No standing grant afterward.
An AI agent is authorized to rotate one privileged cloud credential for one named production system within a 90-
second window under a named policy version. The example is illustrative; exact controls, timings and evidence 
requirements are design-partner specific.

STAGE BOUNDARY WHAT HAPPENS

ADMIT Task + conditions

Only the named credential rotation may 
enter. Target system, 90-second lifetime, 
policy version, allowed API, approved 
network path, output destination and 
teardown conditions are declared. Stale or 
missing approval means deny.

BIND Identity + authority

Create a fresh execution-scoped identity. 
Bind only the temporary credential, target 
resource, permitted API, network path, 
cryptographic context and time needed for 
this task.

EXECUTE In scope or deny

The agent performs the rotation only through 
admitted paths. An undeclared tool, target, 
network route or missing required evidence 
causes fail-closed denial rather than silent 
expansion of authority.

CLOSE Authority ends

The execution context closes. Session 
identity, temporary credentials and Room 
authority are invalidated; transient working 
state is subject to the declared teardown and 
persistence rules.

SUCCESSOR (after independent 
evaluation)

Fresh admission

After CLOSE, the runtime has emitted 
canonical evidence. A separate verifier 
derives or denies a scoped closure 
conclusion. That conclusion does not 
recreate authority. Any later rotation begins 
only through new admission, new scope and 
new execution-scoped authority.

WHAT MAY REMAIN

Authorized rotation result; any specifically authorized output 
delivered to its named destination; canonical evidence; 
policy/version references; scoped closure conclusion.

WHAT DOES NOT CARRY FORWARD

Live session authority; the execution identity; temporary 
credentials; transient working state; an automatic right to repeat 
the action.

The adoption unit is no longer “trust this agent indefinitely.” It is “permit this exact 
action for this exact lifetime, then independently derive a scoped closure conclusion.”
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5  |  THE TRUST SHIFT

From permanent integration to temporary authority
Many enterprise AI deployments inherit an assumption from conventional software: once a system is integrated, its 
identity, data paths and operating context remain available until someone changes or removes them. That is 
convenient for software designed to be continuously present. It becomes harder to justify when autonomous systems 
act across tools and systems at machine speed.

DIMENSION PERSISTENT-INTEGRATION DEFAULT LAYER ZERO MODEL

Unit of trust Platform / integration Named execution

Authority Standing or reusable Execution-scoped

Identity Long-lived or inherited Fresh for the session

Data persistence Often default Permissioned by exception

Failure posture Alert, investigate, clean up
Deny progression when required evidence is 
missing

Closure Operational event Architectural lifecycle event

Next action May reuse prior context Fresh admission; no live grant forward

Evidence Logs / operator record Canonical evidence + independent evaluation

What survives is intentional

At CLOSE, authorized outputs, canonical evidence, policy or version references and a scoped closure conclusion may 
survive. Live session authority, the old execution identity, unbounded working state and a right to silently continue do 
not. [2] This is the core mechanism behind temporary trust.

6  |  WHY THIS CAN ACCELERATE ADOPTION

Make the approval unit smaller. Make the evidence stronger.
Bounded acceleration does not mean skipping institutional control. It means making a consequential AI action specific 
enough that the institution can approve, test and evidence it without granting the model indefinite residence or 
authority.

BOUNDED APPROVAL

A risk team can evaluate one named action class, one scope and 
one lifetime rather than approve an open-ended AI relationship.

MODEL OPTIONALITY

Because Layer ZERO is model-agnostic, the enterprise can 
evaluate different external or internal models without making any 
one provider the permanent trust boundary.
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LOWER CONTINUATION RISK

Authority is designed to end with the execution rather than 
remain available for silent reuse.

AUDITABLE COMPLETION

The session is not treated as complete only because the 
application says it is. Closure evidence is designed to be 
independently evaluable.

TEMPORAL DATA GOVERNANCE

Sensitive working data may be used transiently without 
automatically receiving authority to persist, export, train or be 
reused. [1]

COMPLEMENT, NOT REPLACE

IAM, PAM, cloud security, confidential computing, monitoring 
and GRC remain valuable. Layer ZERO supplies the lifecycle 
boundary they can plug into.

Commercial thesis: AttesTorr helps convert under-deployed AI capability into governed 
production capability by reducing the permanent trust each execution requires.

7  |  THE ADOPTION PATTERN

Start with one protected action. Expand through evidence 
value.
The practical path is deliberately narrow. The first sale is not “trust AttesTorr for all AI.” It is “approve one sensitive 
action class because the Room lifecycle and evidence boundary make that execution more bounded and more 
provable.” [3]

LAND

Choose one high-consequence, 
bounded action with an 

identifiable buyer and success 
criteria.

PROVE

Demonstrate admission, bounded 
authority, fail-closed execution, 

closure and independent 
evaluation.

CONVERT

Move from controlled validation 
to a paid production path once 

technical and operational value is 
demonstrated.

EXPAND

Add action classes, 
environments, business units and 

sectors as evidence value is 
established.

Initial commercial doorway

AttesTorr’s current non-confidential plan begins in regulated financial services with one AI-agent-initiated privileged 
cloud identity or access-policy action. The reason is not that Layer ZERO is limited to finance; it is that the action is 
consequential, bounded, measurable and connected to buyers who already care about authority termination, audit 
evidence and loss scenarios. [3]

What a pilot should measure
A pilot should convert the architecture into measurable operating evidence. The examples below are candidate 
measures, not public SLAs; numeric targets should be agreed with the design partner and validated on the reference 
environment.

MEASURE WHAT IT SHOWS EXAMPLE OUTPUT

Bounded executions completed
Whether the named action class can run 
repeatedly under the declared lifecycle.

Count / pass rate
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MEASURE WHAT IT SHOWS EXAMPLE OUTPUT

Canonical evidence completeness
Whether every admissible execution 
produces the required evidence chain.

Complete chains / executions

Fail-closed negative tests
Whether missing or contradictory required 
evidence prevents progression.

Denied cases / test cases

Execution-scoped authority vs 
reusable agent credentials

Whether the workflow replaces reusable 
agent credentials with authority issued only 
for the declared execution.

Execution-scoped / reusable credential 
comparison

Closure-to-verifier decision latency
How quickly closure evidence can be 
evaluated after the task ends.

Measured distribution; no public SLA

Evidence-chain and denial integrity

Whether canonical evidence chains are 
complete and missing, stale or contradictory 
required evidence produces fail-closed 
denial.

Complete chains / fail-closed denials

Horizontal expansion

The same execution-lifecycle pattern can extend to healthcare, manufacturing and robotics, legal and professional 
services, government and critical infrastructure, and enterprise software platforms where outside intelligence, people, 
machines or applications need temporary access to durable customer systems without inheriting permanent authority.

SECTOR WHY EXECUTION-LIFECYCLE CONTROL MATTERS

Financial services Privileged agent actions against regulated systems

Healthcare Temporary AI use of selected clinical information

Manufacturing / robotics Bounded model, vendor, machine and sensor interaction

Legal / professional Privileged analysis and multi-party collaboration

Government / critical infrastructure Sovereign and contractor execution with explicit lifecycle control

8  |  CLAIM BOUNDARY

Safe acceleration means bounded acceleration
In this paper, “safe acceleration” means bounded acceleration: more governed production use without converting 
temporary machine authority into a standing grant. AttesTorr is not a model-alignment system, a universal deletion 
claim, or a substitute for security engineering and governance. It does not claim that a Room proves the absence of 
every effect across an enterprise. The scoped closure conclusion is limited to the declared Room boundary, selected 
assurance profile, authorized outputs and defined evidence requirements. [1] [9]
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NOT MODEL SAFETY

Layer ZERO does not determine whether an AI answer is correct, 
aligned or harmless.

NOT ZERO RISK

Compatible security controls and an acceptable residual-risk floor 
remain prerequisites.

NOT UNIVERSAL DELETION

The claim is execution closure, authority and identity invalidation, 
and bounded continuation conditions—not omniscient physical 
deletion everywhere.

NOT A REPLACEMENT STACK

IAM/PAM, runtime isolation, confidential computing, observability, 
audit and GRC remain complementary.

NOT SELF-ATTESTATION

The runtime emits canonical evidence but does not derive its own 
scoped closure conclusion; independent evaluation is part of the 
design.

NOT YET A DEPLOYED CLAIM

AttesTorr is architecture-complete and pre-MVP; the reference 
implementation and standalone verifier remain the next proof points. 
[3]

The strategic proposition

AI capability will continue to outrun institutional change. The answer cannot be to wait until every enterprise process 
moves at machine speed, and it should not be to grant machine-speed systems indefinite authority simply because they 
are useful.

The alternative is to govern the execution itself: admit it under current conditions, bind only the authority it needs, 
execute within declared scope, close deterministically, preserve independently evaluable evidence, and require fresh 
admission for what comes next.

AI is moving faster than institutions can safely adopt it.
Layer ZERO lets institutions use more of that capability without giving it 

permanent authority.

SAFE ACCELERATION OF AI ADOPTION
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